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Before We Start??

Blackboard

»

Before We Start... &8s

Check your Audio: b AUDIO & VIDEO

or menu: Tools / Audio/ & 1) W) { ‘

Audio Setup Wizard [ Talk || Video Q.

Problems? Check list for audio:
— Are you plugged in the right way? And in the right holes?
— Check Audio is NOT muted (bottom right corner of windows)?
— lIs any in-line switch on your headphones OK?

— Is any in-line volume control OK?

Know the Microphone button

— Your Mike is OFF Your Mike is ON
[ Talk I L Tak 8N
— T———
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Cyber Smart Seniors Getting a hold on cyber safety

BROADBAND FOR SENIORS

Cyber Smart

Seniors
Getting a hold on
cyber safety

NEC [ mmascon 2 [T FoR oS

Fumgiesd by 1 Augsiralian Grwerment
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Microphone and
spaaker wolume Edit Yiem Toch Audic & Video ]
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talk, then click again J"‘-
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for dragging
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X ; Drag a pin to the location f\_.rDur BFS Kiosk

\;'

Then type your location & a greeting in thE- Chat Window E_
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Living in location where Internet difficult to connect 7.4%
Physical difficulties e.g. eyesight 14.8%
Poor customer service by ISPs, computer stores, etc. 17.4%
Mo timetoo busy 26.2%
Not interested/not useful 30.2%
Na computer at home 30.9%
Too expensive/cannot afford the fees & charges 42.3%
Mo Internet connection at home 43.0%
Fear 43.0%
Nao suppaort/help 49.7%
Rely on friendsfamily to use Internet for me 54.4%
Lack of knowledge about what Internet actually does 354
Concemns about security and viruses I_ 63.8%
Confused by the technology I 73.5%
Don't know how to use the Internet/lack of skill; I 76.5%
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Of Concern:

2009 survey of Australian consumers

by Australian Communications and
Media Authority (ACMA):

* Only 49% of respondents had
installed anti - virus software

* Only 21% of respondents had
firewalls.
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We're in the Wrong Business!

2011 SCAMwatch Report:

* 83,150 contacts. Double 2010
* S85.6 m reported (563.4m, 2010)
 S: advance fee; winnings; romance.
* Most common loss $100 - $499
* Increased high volume scams
* 52% by phone (33%, 2010)
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Allaying Fears

* Scammers come in all forms
—Phone
—Credit card
—Front Door
—Street
—Relatives

* Internetis just another avenue
* Prevention better than cure.
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Little Black Book of Scams

* Australian Competition and Consumer
Commission

* Download pdf

* Order up to 100 copies
* Great handout

* Stress to READ IT
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Simple Rules

If its too good to be true then it probably is
Something for Nothing — not likely!

How do you know who they are?

NEVER divulge passwords

Only provide bare minimum info

Discuss with others
Stop and Think

Be Cyber & Scam Savvy
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Keith’s Basic Precautions

ONE Antivirus program. Free ones OK.

Firewall On. Windows one is fine. i /',y

Windows fully patched

Run full virus scan
Run malwarebytes occasionally R‘L
Link Checker (WOT) %% ‘ E
Have good passwords

COMMON SENSE
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Password Ideas
Make easily re-creatable

Never a dictionary word
Mix UPPER, lower, S%"#, 2785
More characters the better

Change — how often? . jr%\:}
J&Jwuth ( j}, (:h
# -‘|I {__, N
Mha1llifwwa5s }%ﬁf%& ;\
IMtcn@2756 My
= 3 &\\If;}'
20412&b1305 A\
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Safe Surfing Tips

Safe Surfing Tips
Use a Link Checker 9
Know where the link is going to J @ﬁ
NEVER click OK or install those "" /‘;—

7/ ;

alarming ‘you have been infected’
popups. Know how to kill off.

Recognise hoax emails

Gizmos security wizard
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Wi-Fi / Cafes \/\
* Home Wi-Fi —_—

— Secure your home Wi-Fi access point
—Set an Admin account password
— Consider MAC address filtering
* Public access points (internet cafes / others)
— Avoid financial transactions
— Make sure to log out of everything
— Untick ‘Remember Me’; Don’t save passwords
— Ensure https: for sensitive info
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Sundries

* Do Not Call Register
* Children using Nans / Pops PC

—Supervise
— Use a restricted account with password

* Handout at www.tinyurl.com/BFSresources
— Good security tips from Gizmos site.

—Links to several other resources
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Questions

Ideas
Suggestions
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